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Instructuion Given for the candidates 

 Answer all questions in Part A  

 Answer any two (2) questions in Part B 

 All questions carry equal marks 

PART A 

1)  

a) Define data and signals.       [2 Marks] 

Data is an entity, which conveys some meaning. On the other hand, the signal is a 

representation of data in some electric, electromagnetic or optical form. So, whenever data 

needs to be sent, it has to be converted into signal of some form for transmission over a 

suitable medium. 

b) Write down two types of signal in data communications.     

          [2 Marks] 

Analog and Digital 

 

c) Briefly describe following characteristics of a sine wave.    [6 Marks] 

(i) Amplitude 

It is the value of the signal at different instants of time. It is measured in volts. 

 

(ii) Frequency 

It is inverse of the time period, i.e. f = 1/T. The unit of frequency is Hertz (Hz) or cycles per 

second. 

(iii) Phase 

It gives a measure of the relative position in time of two signals within a single period. It is 

represented by φ in degrees or radian. 

 

d) What is the relationship between period and frequency?   [2 Marks] 

Frequency is the inverse of the time period, i.e. f = 1/T. 
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e) What do you mean by a composite signal? Explain using a diagram. [3 Marks] 

Composite signals made of many simple sine waves ,use in data communication. Any 

composite signal can be represented by a combination of simple sine waves using Fourier 

Analysis 

 

 

f) Draw the frequency domain representation of the signal given below? [3 Marks] 
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a) Assume you are sending a signal from one location to another location. The signal 

that you sent is not what was received in the other location. What are the reasons 

which may cause for the above problem? 

b)  [2 Marks] 

 

For any two explanations below: 

Attenuation 

Distortion 

Noises 

 

2)  

a) Explain the following network topologies with the help of diagrams. [6 Marks] 

i) Bus 

 
 

 A bus topology uses one cable as a main trunk to connect all of the system together. 

The cable is also called a trunk, a backbone. A bus topology is very easy to setup & 

requires no additional hardware such as switch, hub. With a bus topology, when a 

computer sends out a single the signal travels the cable link in both direction from the 

sending computer. When the signal reach the end of the cable length it bounces back 

& return in the direction it come 

 Advantages 

 Low cost 

 Easy to connect a computer or peripheral to bus.  

 Requires less cable length than a star topology.  

 No need to purchase any additional devices such as switch and hub. 

 Disadvantages 

 Entire network shuts down if there is a break in the main cable.  

 Terminators are required at both ends of the backbone cable.  

 Difficult to identify the problem if the entire network shuts down. (Difficult to 

troubleshooting).  
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ii)  Star 

 
 In star topology all computers are connected through one central device known as a 

switch or hub. Each workstation has a cable goes from the network card to the hub 

device. One of the major benefits of a star topology is that if there is a break down in a 

cable it causes only the work station not entire network.  

 Advantages 

 It is easy to install and to maintain. 

 Can easily add and remove nodes to and from the network without affecting the 

network.(scalability) 

 If need to add another workstation with a star topology we can simply connect 

that system an unused part of the hub. 

 If any node fails, other nodes are not affected. 

 Disadvantages 

 This type of network depends upon the central Hub. If Hub fails the entire 

network is failed.(But hub troubleshooting is easier than bus topology) 

 Each computer is directly connected to the Hub through a cable, so it becomes 

more costly. 

 

iii)  Ring 

 
 

 In a ring topology all computer are connected via a cable that loops in a ring or a 

circle. It is a circle that has no start & no end. Terminators are not necessary, 

because there are no ends  

 Advantages 

 It is less expensive than star topology. 

 Nodes can be easily added or removed. 

 Disadvantages 
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 It is more difficult to install and maintain. 

 If a node fails, it affects the entire network. 

b) Briefly explain how CSMA/CD works?  

[4  marks] 

 When a computer "senses" that the cable is free and that there is no traffic on the cable 

can it send data.  

 Once the computer has transmitted data on the cable, no other computer can transmit data 

until the original data has reached its destination and the cable is free again.  

 If two or more computers happen to send data at exactly the same time, there will be a 

data collision.  

 When that happens, the two computers involved stop transmitting for a random period of 

time and then attempt to retransmit. 

 Each computer determines its own waiting period; this reduces the chance that the 

computers will once again transmit simultaneously.  

 

c) What are the commands uses for following scenario?   [4 Marks] 

i) To check the connectivity between two PCs 

ping <<IP address>> 

ii) To find the IP Address of your PC 

ipconfig 

iii) To find the IP address of  www.sliate.ac.lk 

nslookup www.sliate.ac.lk 

iv) To find the name of  the website at 222.165.163.49 

nslookup 222.165.163.49 

d) Write two advantages and two disadvantages of server based networks when 

compared to peer-to-peer network. 

 [ 4 Marks] 

Security 

Centralized management 

 

Cost 

Need specialized person 

3)  

a) What are the advantages of layered architecture?   [2 Marks] 

 To make the design process easy by breaking unmanageable tasks into several smaller 
and manageable tasks (by divide-and-conquer approach).  

http://www.sliate.ac.lk/


6 

HNDIT I –IT2004 Introduction to Communication and Computer Networks 

 Modularity and clear interfaces, so as to provide comparability between the different 
providers' components.  

 Ensure independence of layers, so that implementation of each layer can be changed or 
modified without affecting other layers.  

 Each layer can be analyzed and tested independently of all other layers. 

 Increase the interoperability and compatibility of various components build by 

different vendors.  

 

b) Identify relevant OSI layer for each of the following specifications/functions.  [7 

Marks] 

i)  

i) Allow two applications to establish, use and disconnect a connection, provides 

name recognition and additional functions like security, which are needed to 

allow applications to communicate over the network 

Session layer 

ii) Ensure error-free delivery of data between the two computers, framing ,error 

detection and correction, flow control 

Data Link layer 

iii) Determines the format used to exchange data among networked computers, 

concerned with syntax and semantics of the information transmitted 

Presentation layer 

iv) Number of pins and functions of each pin of the network connector , signal level, 

data rate   

Physical layer 

v) Ensures that data is delivered error free, in sequence and with no loss, 

duplications or corruption, repackages data by assembling long messages into 

lots of smaller messages for sending, and repackaging the smaller messages into 

the original larger message at the receiving end. 

Transport layer 

vi) Provides Applications with access to network services, user directly work with 

this layer. 

Application layer 

vii) Responsible for addressing messages and data so they are sent to the correct 

destination, and for translating logical addresses and names into physical 

addresses,  finding a path through the network to the destination computer 

Network layer 

 

b) What do you mean by protocols?      [2 Marks] 

set of rules or an agreement that determines the format and transmission of data. That 

make communication on a network more efficient. 
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Ex HTTP, HTTPs, FTP 

c) What are the protocols used in following situations?   

 [3Marks] 

i) Communication on the World Wide Web.  –HTTP, HTTPs 

ii) Connect to a remote machine and send or fetch a file with authentication, listing a 

directory contents  -FTP 

iii) Allow a mail delivery agent on a local machine to connect to a mail delivery agent on 

a remote machine and deliver mail.  
SMTP /POP3 etc.. 

d) Briefly explain the following protocols.       [2 

Marks] 

i. TCP 

Transmission Control Protocol (TCP) is a connection-oriented transport layer 

protocol that provides reliable full-duplex data transmission.  

TCP is part of the TCP/IP protocol stack. In a connection-oriented environment, a 

connection is established between both ends before the transfer of information can 

begin.  

TCP is responsible for breaking messages into segments, reassembling them at the 

destination station, resending anything that is not received, and reassembling 

messages from the segments. TCP supplies a virtual circuit between end-user 

applications.  

The protocols that use TCP include:  

FTP (File Transfer Protocol)  

HTTP (Hypertext Transfer Protocol)  

SMTP (Simple Mail Transfer Protocol)  

Telnet  

 

ii. UDP 

User Datagram Protocol 

UDP is a connectionless transport protocol in the TCP/IP protocol stack. It is a 

simple protocol that exchanges datagrams, without acknowledgments or 

guaranteed delivery. Error processing and retransmission must be handled by 

higher layer protocols. UDP uses no windowing or acknowledgments so 

reliability, if needed, is provided by application layer protocols. UDP is designed 

for applications that do not need to put sequences of segments together.  

The protocols that use UDP include:  

 TFTP (Trivial File Transfer Protocol)  

 SNMP (Simple Network Management Protocol)  

 DHCP (Dynamic Host Control Protocol)  



8 

HNDIT I –IT2004 Introduction to Communication and Computer Networks 

 DNS (Domain Name System)  

 

 

e) There are four levels of addresses which are used in TCP/IP protocols: Physical 

address, Logical Address, Port address and specific address. Identify the address 

used in each layer and write it in the space provided.     

         [4 marks] 

Presentation Layer  - Specific Address 

Transport Layer  - Port Address 

Internet Layer   - Logical Address 

Network Access Layer - Physical Address 

 

PART B 

 

4)  

a) What are the two components of an IP address?   

[2 Marks] 

Network ID, Host ID 

b) Briefly explain the differences between public and private IP addresses. [2 

Marks] 

A public IP address is any valid address, or number, that can be accessed over the 

Internet.  Internet standards groups, such as the Network Information Center (NIC) or the 

Internet Assigned Numbers Authority (IANA), are the organizations responsible for 

registering IP ranges and assigning them to organizations, such as Internet Service 

Providers (ISPs). 

A private IP address is any number or address assigned to a device on a private TCP/IP 

Local Area Network that is accessible only within the Local Area Network.  For a 

resource inside the Local Area Network to be accessible over the Internet, a device within 

the Local Area Network must be connected to the Internet with a public IP address, and 

the networking must be appropriately configured.  The same Internet standards 

organizations have reserved the following three IP address ranges that will never be 

registered publicly: 

First IP in block Last IP in block 

10.0.0.0 10.255.255.255 

172.16.0.0 172.31.255.255 

192.168.0.0 192.168.255.255 

 

javascript:void(0)
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c) There are three main classes of IP addresses decided by IANA :A,B,C classes 

How many networks and hosts per network can be created in each class? 

 

 Number of Networks Number of Networks 

Class A 27=128 (126) 224=16777216(16777214) 

Class B 214 =16384(16382) 216  =65536(65534) 

Class C 221 =2097152 (2097150) 28 =256 (254) 

          [6 Marks] 

d) What is subnet mask and why it is necessary in a network.   [4 Marks] 

The process of subnetting involves the separation of the network and subnet portion of an 

address from the host identifier. This is performed by a bitwise AND operation between 

the IP address and the (sub)network mask. The result yields the network address or 

prefix, and the remainder is the host identifier. n IPv4 network mask consists of 32 bits, a 

sequence of ones (1) followed by a block of 0s. The trailing block of zeros (0) designates 

that part as being the host identifier. 

 

e) Consider the IP address block, 192.168.10.0/26. Answer the followings. 

i) Number of subnets       [2 Marks] 

22=4    (Give marks, if student has written as usable sub networks,  4-2=2) 

ii) Number of hosts per subnet      [2 Marks] 

26=64  (Give marks, if student has written as  usable sub networks,  64-2=62) 

iii) Possible range of host address for each subnet.    [2 

Marks] 

192.168.10.00×××××× 

192.168.10.01×××××× 

192.168.10.10×××××× 

192.168.10.11×××××× 

 

Subnet 1- 192.168.10.0 - 192.168.10.63 (255.255.255.192) 

Subnet 2- 192.168.10.64 - 192.168.10.127 (255.255.255.192) 

Subnet 3- 192.168.10.128 - 192.168.10.191(255.255.255.192) 

Subnet 4- 192.168.10.192 - 192.168.10.255(255.255.255.192) 

 

5)   

a) What is a domain name?       [2 Marks] 

alphanumeric names for IP addresses( e.g., www.google.com, ietf.org) .Correspond to a 

series of numbers (called Internet Protocol numbers, IP addresses) that serve as routing 

addresses on the Internet. 

easy to remember names for computers on the Internet (such as sliate.net). 
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Domain names are used generally as a convenient way of locating information and 

reaching others on the Internet.  

 

b) Why DNS is necessary (Domain Name Service)?    [2 Marks] 

It is an Internet-wide distributed database that translates between domain names and IP 

addresses. To provides resolution of names to IP addresses and resolution of IP addresses 

to names 

 

c) Sri Lanka Institute of Advanced Technological Education has a website: 

www.sliate.ac.lk. When you access that link through internet the following URL will 

be  displayed in address bar of the browser 

http://www.sliate.ac.lk/index.html 

 

Identify the following parts of that URL.     [5 Marks] 

i) Domain name  - sliate.ac.lk 

ii) Name of the server - www 

iii) FQDN –www.sliate.ac.lk 

iv) Resource file - index.file 

v) Protocol - http 

d)  Draw a DNS namespace hierarchy for the following addresses on a same diagram. 

Identify subdomain, second level domain, top level domain and root. 

  corp.microsoft.com. , lms.sliate.ac.lk. ,unicef.org.         [6 Marks] 
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e)  Briefly explain how DNS work using a suitable example.(draw a diagram if 

necessary) 

[5 Marks] 

 

Give marks for any suitable answer. It should explain the access of root server, top level   

domain etc. Student can also explain about iterative and recursive query sending. 

 
 

6)  

a) What are the two major types of transmission media? Give example for each.  

[4 Marks] 

Guided  -   co-axial cable, twisted pair, and optical fiber  

Unguided - wireless transmission (Radio, Microwave, Satellite, Infra-red 

 

 

b) Write down advantages and disadvantages of twisted pair, coaxial and fiber optical 

cables.          [6 marks] 

 Advantages Disadvantages 

Twisted pair cable  least expensive cable 

 easy to install 

 it may be susceptible 

to radio and electrical 

frequency 

interference 

Coaxial Cable   Speed 10-100 Mbps. 

 Maximum cable 

length is 500 m. 

 Can be run longer 

distances than 

 Installation not easy 

 Higher cost than 

twisted pair cable 
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twisted without the 

need for repeaters. 

 Media & connector 

size is Medium 

 

Fiber optic Cable  Transmit signals over 

much longer 

distances (up to 

2Km) than coaxial 

and twisted pair. 

 

 

 High Cost 

 Installation not easy 

 

c) Briefly describe the functions of the following devices.    

[5 Marks] 

i) Switch 

 A switch is a box with multiple cable jacks, making it look similar to a hub. Virtual 

circuits between source and destination 

 The difference between a hub and a switch is that a hub forwards every incoming packet 

out through all of its ports, and a switch forwards each incoming packet only to the port 

that provides access to the destination system. 

 Increase network performance 

 Operate at the Data Link layer 

 Filter based on MAC addresses 

 Build tables in memory 

 Similar to a bridge, but used to connect individual stations and will have more lines 

(ports) and runs faster 

o Each line is one collision domain. Between two computers using a switch two 

collision domains are created each with dedicated bandwidth 

 Inspects incoming frames and forwards it to the relevant port (station) 

 Learns addresses dynamically 

 No collisions 

 Will contain some buffer space for its input lines 

 

ii) Router  

 Operates at the Network layer 

 Make forwarding decisions based on Network layer addresses 

 Multiple paths may be available 

 Router will decide the which path to use 

 Generally will contain a few Ethernet ports, one or two serial (WAN) ports 
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 Exchange information about destination networks using routing protocols 

(RIP,OSPF,BGP) 

 Provide translation of Data Link protocols 

 

iii) Hub 

• Operates at the Physical layer 

• Similar to a repeater 

• Has a number of input lines 

• Copies incoming frames into all others 

• Collisions can occur 

• One collision domain 

• Do not (usually) amplify signals 

• Do not understand frames, packets, or headers 

• The difference between a hub and a switch is that a hub forwards every incoming 

packet out through all of its ports, and a switch forwards each incoming packet 

only to the port that provides access to the destination system. 

• Between two computers using a hub two collision domains are created each with 

shared bandwidth 

 

iv) Repeater 

Operates at the Physical layer 

Connects separate segments 

Do not understand frames, packets, or headers – protocol transparent 

Functionality 

 Take incoming frames 

 Regenerate or amplify the signals 

 Send the frame out on all other interfaces 

v) Bridge 

 Operate at the Data Link layer 

 Connects two or more LANs 

 Store-and-forward devices 

 Used to connect different types of LANs (e.g. a wireless LAN to an Ethernet) 

 Each line is its own collision domain 

 Inspects incoming frame headers and forwards it to the relevant station (LAN) 

 Learns addresses connected to it dynamically 

 

 

d) What are the major factors to be considered when you select a transmission media 

for your network?        [3 Marks] 

Length/distance 
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Speed 

Cost  

Environment (attenuation) 

What are the Devices connect to network 

Give marks for any suitable three points. 

e) In which situation wireless media is more suitable as a network media.[2 Marks] 

 To span a distance beyond the capabilities of typical cabling, 

 To provide a backup communications link in case of normal network failure, 

 To link portable or temporary workstations, 

 To overcome situations where normal cabling is difficult or financially impractical 

 To remotely connect mobile users or networks. 

Give marks for any suitable two points. 

7)  

a) Why do you need network security?     [2 Marks] 

Protect data during their transmission 

 

b) What do you mean by encryption and decryption?   [4 Marks] 

Encryption is the process of encoding messages (or information) in such a way that third parties 

cannot read it, but only authorized parties can. 

Decryption is the process of decoding messages. 

c) What is cryptography?        [2 Marks] 

Transforming messages to make them secure and immune to attacks. 

d)  Briefly explain two terms, plaintext and ciphertext in cryptography with an 

example.                [4 Marks] 

The original message, before being transformed, is called plaintext.  

After the message is transformed, it is called cipher text.  

 

 

 

 

e) Briefly describe features of firewall.     [3 Marks] 

Provide legitimate access, protect our PCs. A firewall can use to filter all incoming 

packets destined for a specific host or a specific server such as HTTP. It can be used to 

deny access to a specific host or a specific service in the organization. 

Give marks for any suitable answer 
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f) Suppose you are a network administrator of a company. How do you archive the 

security of your network?       [5 Marks] 

Creating passwords/ more secure passwords 

Set firewall on 

Install antivirus soft wares 

Restrict physical access to your server, switches and routers (server rooms) 

Etc. 

Give marks for any suitable answer 

 

8) Write down short notes on followings.      [4×5 Marks] 

a) Routing 

b) Wi-Fi 

c) DHCP 

d) Physical & Logical Addressing 

e) Modulation Techniques 

  

 

Any acceptable description for given topics 

 




