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IP addresses

 The IP Address identifies a system’s location on the 
network in the same way a street address identifies 
a house on a city block

 Just as a street address must identify a unique 
residence, an IP address must be unique and have 
uniform format

 Each IP address has two parts
 Network ID
 Host ID



Network ID

 Identifies a physical network
 All hosts on the same network require the same 

network ID, which should be unique to the internet 
work



Host ID

 Identifies a workstation, server, router or other 
TCP/IP host within a network

 Host ID must unique to the  network ID



Network ID & Host ID

 There are two formats for referencing an IP address
 Binary
 Dotted decimal notation

 Each IP address is 32 bits long and is composed of 
four 8 bit fields, called octets

 Octets are separated by periods and represent a 
decimal number in the range 0-255

 The 32 bits of the IP address are allocated to the 
network ID & host ID

 The human readable format of an IP address is 
referred to as dotted decimal notation



IP address

Network ID Host ID

32 bit

Eg. 131.107.3.24



Classes of IP address

Class IP address Network ID Host ID

A w.x.y.z w x.y.z
B w.x.y.z w.x y.z
C w.x.y.z w.x.y z

Network 
ID

Host ID

Network ID Host 
ID

Network ID Host ID

Class A

Class B

Class C



Classes of IP Address

 Class A
 Class A addresses are assigned to networks with a very large 

number of hosts
 The high order bit in a class A address is always set to zero.
 The next 7 bits complete the network ID
 The remaining 24 bits represent the host ID
 Allows 126 networks
 Approximately 17 millions hosts per network



Classes of IP Address

 Class B
 Class B addresses are assigned to medium sized to large 

networks
 The two high order bit in a class B address is always set to 

binary 1 0.
 The next 14 bits complete the network ID
 The remaining 16 bits represent the host ID
 Allows 16384 networks
 Approximately 65000 hosts per network



Classes of IP Address

 Class C
 Class C addresses are used for small networks
 The three order bit in a class A address is always set to binary 1 

1 1 0.
 The next 21 bits complete the network ID
 The remaining 8 bits represent the host ID
 Allows 2 million networks
 Approximately 254 hosts per network

Note:
 The network ID cannot be 127



IP Address

 Public
 Private

 Dynamic 
 static

Assignment:

Using internet , student should explain above.



Subnet mask

 The subnet mask used in the TCP/IP configuration 
for a network tells the OS which part of an IP address 
is the network portion and which part identifies the 
host. 

 Using a subnet mask, a computer or other device can 
know if an IP address of another computer is on its 
network or another network



Packets in network



Subnet mask

 A subnet mask is a group of ones followed by a 
group of zeros. 

 The ones in a subnet mask say, “On our network, 
this part of an IP address is the network part,”

 and the group of zeros says, “On our network, this 
part of an IP address is the host part.”



Subnet mask

 Subnet masks that contain all ones or all zeros in an octet 
are called classful subnet masks

 the three subnet masks shown above are classful subnet 
masks.

 A classless subnet mask can have a mix of zeros and 
ones in one octet such as 
11111111.11111111.11110000.00000000, which can be written 
as 255.255.240.0. 

 These types of classless subnet masks are used to segment 
large corporate networks into sub networks, or subnets



Assigning IP addresses

 Start  Network Places  View Network 
Connections  Local Area Connection



Network Places



Network Connections



Local Area Connection



Local Area Connections Properties



Internet Protocol (TCP/IP)



Internet Protocol (TCP/IP) Properties



Gateway

 a computer or a network that allows or controls 
access to another computer or network 
(telecommunication)

 a link between two computer programs allowing 
them to share information and bypass certain 
protocols on a host computer(computer program)



DNS- Domain Name System

 The DNS translates the IP address into the domain 
name and domain name into the IP address.

 The list of the IP addresses and the domain names 
are distributed throughout the internet.

 Example :www.yahoo.com



MAC Address (Physical Address)

 All devices connected to an Ethernet LAN have 
MAC-addressed interfaces. 

 Different hardware and software manufacturers 
might represent the MAC address in different 
hexadecimal formats

 The address formats might be similar to 00-05-9A-
3C-78-00, 00:05:9A:3C:78:00, or 0005.9A3C.7800. 

 MAC addresses are assigned to workstations, servers, 
printers, switches, and routers - any device that must 
originate and/or receive data on the network.



MAC address



MAC Address 

 When the source device is forwarding the message to 
an Ethernet networkthe header information within 
the destination MAC address is attached. 

 The source device sends the data through the 
network.

 Each NIC in the network views the information to 
see if the MAC address matches its physical address. 



Ping, Ipconfig

 Three TCP/IP utilities used to solve problems with 
TCP/IP and communicate on a TCP/IP network are 
Ping, Ipconfig.

 The Ping (Packet InterNet Groper) command 
tests connectivity by sending an echo request to a 
remote computer. If the remote computer is online 
and detects the signal, it responds to the ping.

 When testing for connectivity or problems with 
name resolution, Ping should be the first tool you 
use.



ping



Use IPCONFIG to troubleshoot TCP/IP 
Configuration

 The Ipconfig command can display TCP/IP 
configuration information and refresh the IP 
address.



Check IP Configurations in Command Prompt



Using “ping’ command



Using “ping’ command (IP address is not exist)



nslookup



nslookup



Viewing MAC address of your computer

A tool to examine the MAC address of our computer is the ipconfig /all or 
ifconfig. In the graphic, notice the MAC address of this computer



tracert

 traceroute (tracert)is a computer network 
diagnostic tool for displaying the route (path) and 
measuring transit delays of packets across an 
Internet Protocol (IP) network.

 use to visually see a network packet being sent and 
received and the amount of hops required for that 
packet to get to its destination.



tracert



Sharing a Folder in network

 Create a folder (named share1)
 Right click on the that folder and select option 

“Sharing and security”



Sharing a Folder



Sharing a Folder
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